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Privacy and Data Protection by Design

Engineers
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@ PDP by Desigh Method

PDPA4c

»Main characteristics:
dldentification of personal data
(JCombined bottom-up and top-

down approaches:

= From data structures to data and
data-flow (process) models

= Allocation over an architecture
model

= Architecture refinement towards
code

(dModels improved by Privacy-by-

design strategies (ISO/IEC 27550)

dValidation of properties at code
level

I
]
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Engineering
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@ Tool support for the PDPbD method
PDP4E

> PDPbD Framework

- Data structures

- Identified L
personal data Target of Validation

- Confidence - Components
scores - Pointers to code

- Privacy properties

Architecture Models
k b s | Code validation and
2) Privacy Model-driven designer verification
_ Joties o

- Privacy flaws
- Code improvement
3) Module for Code Validation

1) Personal Data Detector
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@ Tool support for the PDPbD method
PDP4E

* GDPR generated requirements
* Requirements from ISO/IEC 29100

¢

GPS Papyrus Data Models \
Personal Data Detector * Instances of imported SQL . : apyrus P_r ocelss_ M(()jd:ls
*  Privacy threats conditions e SQLdata data FOCESSES Vo VIEg ata
*  Privacy controls * Scoreson SQL data *  Abstract representation of Assoaatlon§ to abstract
* Exporting SQL data and imported SQL data representation of datz_;\ .
scores . * Extension of UML Activity
e Extension of UML class .
. diagrams (DFD)
diagrams

Papyrus Architecture Models
* Non-automated allocation/mapping to target functional architecture
*  Functional architecture : UML Composite Structure diagrams

K * Components architecture: UML Composite Structure diagrams /

¢ * Regs. Fulfillment
* Targets of validation
e V&V cases/outcomes

07/09/2021 6 PDP4E



@ PDPbD Framework

PDPA4c

1. Personal Data Detector Module

Victor Muntés (Beawre)

Victor.Muntes@beawre.com
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PDD Overview

Open data
Level

Database
Level

Table
Level

Models with Open-Data WIKIDATA ma

data storage Knowledge
information Graphs

Attribute
(Extensional)

Attribute
Automatic Enrichment of . (Intentional)
. . User-Guided
detection of analysis via o DB Annotated
L Likelihood .
sensitive open data with scores

Analysis

Attribute
(Extensional)

information sources

Table
(Inter-column)

Database
(Inter-table)
Open data
Level

User

Onion model
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PDD Output
PDP4E

» Every column is scored for each level:

Likelihood (of PD) * Confidence (of Attr Type)

»

Students
# [D# | Name | Phone DORB
500 | Matt 555-4141 06f0G/70
501 Jenny 867-5309 3/15/81
502 | Sean 876-9123 10/31/82
i
ID# (lassID | Sem
w*
500 1001 Fallo2 ClassID | Title ClassNum
501 1002 Fallg2 1001 Intra to Informatics [101
201 1002 Spri3 1002 Data Mining 1400
502 1003 5203 1003 Intemet and Society 1400
Takes_Course Courses

07/09/2021

»

S

(SintensionaI' extensional / Stable' , Sopendata)

Score based on
column schema
information

Score based on
information
extracted from
open linked data
sources

Score based on

column schema

and actual data
information

Score based on
data base level
information
(inter-tables
information)

Score based on
table level
information

(inter-column

relationships)

PDP4E



@ Leveraging Open Linked data:

BDPA= Graph Creation
DB Class R |II II I
entity 5 5 iSA OPEN\\\ WIKIDATA
! \‘\\ DB
SYSTEM is A LSy LINKED ISA entity 1
DATA | FK Class 3 DATA 50,
l,l 2 2
Il 1 h 4 \\\
linkableTo Person Qo 09 linkableTo .
o8 iSA | isA FK
entity 4 linkableTo ia Class
Class i 2 linkableTo " isA
isA: links an entity to a category or class >
within an ontology 9
linkableTo: links two entities semantically D
related although being different concepts EK entity 3

FK: entities linked via a common foreign key entity 2
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@ Leveraging Open Linked data:
PDPA4= Graph Creation

————
-~
-
-
-
-~
~<
~

~
~

OPEN ..
LINKED
DATA

SYSTEM
DATA

isA DB
entity

1

linkableTo

Class 5

o opd ' linkableTo
&5 .= f . Class 4

Person
3

~e o
-
-

____________ DB
s:= linkability score :

entity
f:= propagation factor € (0,1) >
d:= number of hops
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User-Guided Likelihood Analysis

ser-Guide
* detection of analysis via DB Annotated
System ikeliho .
DB sensitive n - with scores
nalysis
information

PDPA4c

name Wikidata personal data -> person property -> person
address (Q338075) postal address (Q319¢ el LIRS

personal data -> personal identifiable =

master (Q19357897) Propietor (Q1686912: information -> human -> natural person
registration registration (Q2399307) UNCHANGED legal person -> agent L = e e
EL P MU Emergency vehicle (Q1308737)  vehicle (Q42889) N/A ssnpen. [ NoMoNER | coneaa] DECAD oot ua ] oo ety (EIREES] i
certificate certificate (Q196756) digital certificate (Q27FElLIir L= 7188 vehicle operator -> person o ot o AvsweR 7] scard oo B sy e hortion TR

authority authority (Q174834) certificate authority ((HE
key key (Q132041) key (Q471771) certificate N/A

NO ANSWER | CoNFRM [

on | NOANSWER | CONFIRM [ DISCARD name 4 designation

frame frame (Q1324888) UNCHANGED N/A
vehicle (Q42889) UNCHANGED N/A
frame N/A

User is allowed to decide the likelihood of an attacker to

hicl tor -> e . .
venicie operator == person connect entities in the DB with external data subjects

Automatically detected classes from open data are
processed and refined by the user Related persons are recalculated from new concepts
refined by the user
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PDD frontend
PDP4E

2 personal Data Detector

Table: vehicle

(/) connection Wik Data Dafirétions  Related Persons

Anslysis © reuns

. Dotectian Resultz
Database: PDP4E-CITS
Wik Data 1D Chasen  Name Description
Anyss evet © R Analyis
Azt Untandional | At (Bxenenal) | Table | Database iz e OBk MACNIne TN ransports RO, NS o Carge
- Q4166 3 made of wansgort S 1R OF aicle OF ST U363 10 IANSPONT PECRHE OF GO0 O G0 PIRCE 10 BTOMTer
address Qizszsast Q elsctric vehicss vehice propaled by Gne or mare seITc mtors
o F0EHD  NUMBER
assar ® wart cotision COMBion of & VENice WAth nGTher Vicle, pRdEsTian, niena, or STher OLiect
& oMED NUMBER o regisiatoniD  NUMBER. | o arszeno a motor vankie Sel-propatied whesied venicis
« aorzatond  HUMBER
Tosttame  TEXT w e Qs wy vehice iype of autemabil
" | pupe———— 2 3 sport ikt vehic pe of autemabile
lsilome  TEXT regarsonoae OATE S
- commemen  TEXT 3 veticle vessel inolved in ths mission. voyage or event
- aciessiD  NUMBER « ownerD HUMBER
: 3 tank heay armred fighting vehicla
3 armored fighting vehicie combat wehicle desigried wih both armamnt and srmored protecion
3 launch venicie rocket used to carry paylead into auter space
3 uamanaed vehice vehicls without 3 percan on baard
vetucle regisiration plata metal o plastic idenification plate sitached 1o a mator vehick or traler
| 3 9 ® o
3 uamanncd aseial vehicla aicraft withaust 3 human pilot abosrd
o cemtcwn T O ) : '
PR o > nuck reight metar vshice
sigraturevaue OTHER
+ Certfcaein  TEXT ez > van covered transportation vehicla
spesavane naeck | pubkksy  oTHER
f— - [ —— Quaan » ralling stock ailway vahicies. both powered Samp: ungamared
brakePeoaENgag S00LEAN anLTE  DATE Qrsats Qa intarmationsl varicle regisiration code code spscifying tha county in which 3 mator wehicle&#028: vahicl ragstration plata wat issued

gasPedalEngaged BODLEAN Slcped by th Indisn Spacs Rssaarch Organisation
emergencyBrakeEngaged  BODLEAN

ppr— NUMBER sportation vehicias which are designad for or are significantly used by mitary forcas

collsicnivanmingEngagea

sontype TExT of which a4 instances are prosucsd to itantical specifications

sccEngaged @ Table: address

encleLenghvale  NUMBER

CruBECOnIENgagen
enictesn NUMBER

‘Wiki Data Definitions Related Persons

‘spesaLImnerEngage

Type Sources

person externalperson | NO ANSWER DISCARD isA | personal data| isA | person property | linkableTo | person Wikidata

MEDIUM
DISCARD isa | personal data| isa | personally identifiable information | linkableTo | human | is4 | natural person Wikidate

natural person  externalperson | NO ANSWER

agent externalperson  NO ANSWER name | isA | designation | isA | activity| isA | action| linkebleo | agent Wikidata | | Schema.org

participant externalperson  NO ANSWER name | isA | designation | isA | activity | ish | action| linkebleTo | participant Wikidata | | Schema.org
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@ PDPbD Framework

PDPA4c

2. Privacy model-driven designer
Gabriel Pedroza (CEA)

gabriel.pedroza@cea.fr
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» Implementation

Privacy model-driven designer

1. Select GDPR requirements to be satisfied

|

2. Develop a data-oriented model D —

v

[ 3. Built-in privacy techniques for data-oriented models

v

[ 4. Develop a process-oriented model

\

\ 4

[ 5. Built-in privacy techniques for process-oriented models ]

DesignNotOK

DesignOK

Continue the development cycle

07/09/2021 15 PDP4E



3

PDPA4c

1. Select GDPR requirements

» Goal: select GDPR requirements to be fulfilled or analysed at the deSIQn phase

» A model-driven interface amenable to:
 Incorporate privacy and GDPR requirements
1 Keep traceability of requirements to be fulfilled (functional, GDPR)

»Model-driven tool support: interoperable MDE interfaces requirements-design
1 Feature 1: set links to allocate GDPR requirements to design (dependencies)
L Feature 2: set links for satisfiability <<satisfy>>
] Feature 3: set links for unitary test cases <<verify>>

07/09/2021 16 PDP4E



[ 1. Select GDPR requirements to be satisfied ]
o i
@ 1. Select GDPR requirements e

3. Built-in privacy techniques for data-oriented models ]

¥

p D p 4 E [ 4. Develop a procalss-orientud e ]

5. Built-in privacy techniques for process-oriented models

DesignNotOK

» Overview of selected requirements

Priva Cy concern -> bbbt

Notifications. This feature is meant to ensure the respect of
the Data Subject rights, in particular, the right to be informed
by the respective Controllers (or Processors) whenever a
privacy breach impacting her/his Personal Data occurs.

v [0 connectedVehicle
» B2 <Package import> UML Primitive Types
v [ FunctionalRequirements
v [ R-0%: the vehicle shall communicate its states to the neighbonng vehicle

DesignOK

5 R-01-01: The vehicle collect data vehicle state from sensors and GPS
v %1 R-01-02 a vehicle shall send CAM message to CAM Network
. v GDPRReq-1: IF process :"A vehicle Send CAM message” processes :"CAM Data VehiclelD public certified key * of :"VehicleOwner” THEN the Process :"A vehicl
R e q u I re m e n t m O d e | 9 #1 GDPRReq-1.1: Where the processing :"A vehicle Send CAM message” for 2 purpose :"R-01° other than that for which the personal data :"CAM Data Vehicle
GOPRReq-2: IF process :"A vehacle Send CAM message” processes :"CAM Data VehiclelD public certdfied key * of :"VehicleOwner” THEN the Process :"A vehicl

o

-

| GOPRReq-3: IF process :"A vehicle Send CAM message” processes :"CAM Data VehiclelD public certified key * of :"“VehicleOwner™ THEN the Process :"A vehicl
1 GOPRReq-13: The purpose :"R-01" of the PessonaiDats :"CAM Data” shalll be specified, explicit, legimate, and compatible.

| GOPRReq-17: The purpose :"R-01" of the PersonaiData :"VehiclelD" shall be specfied, explicit, legimate, and compatible.

3 GOPRReq-18 The purpose :"R-01" of the PersonaiData :"public certified key™ shall be specified, explicit, legimate, and compatible.

Selected GDPR requirement =»

GDPRReq. When the <CITSFrame> breach is likely to result in a high risk to
the rights and freedoms of <VehicleOwner>, the <RSUServiceProvider> shall
communicate the <CITSFrame> breach to the <VehicleOwner> without
undue delay.

SRS

07/09/2021 17 PDP4E



3

PDPA4c

2. Develop data-oriented model

» Goal: capture the data structures under study to analyse conformity w.r.t.
privacy precepts

» A modeling language amenable to:
(1 Reuse outcomes from the PDD: scores for classifying personal (non-personal) data
1 Enrich, decompose, refine data structures

»Model-driven tool support: a UML Class-like diagram to model data structures
1 Feature 1: several built-in data types : Generic, Composite, Table, Data links, Opaque data
1 Feature 2: user defined data structures (suitable for framework customization)
J Feature 3: full compatibility with SysML Requirement models
J Feature 4: inherited traceability with GDPR requirements (PDP4E-Req tool)

07/09/2021 18 PDP4E



[ 1. Select GDPR requirements o be satisfied )
5 2. Data-oriented model overview V=
PDP4:E —— jm ]

5. Built-in privacy techniques for process-oriented models

> Overview of a data-oriented model

DesignOK

Continue the development cycle

«Data=
E RootStruct...

User-defined data type =

«Stereotype»

CITSFrame
+ c[TSFramelD: String [0..1]
+ time: String [0..1]
+ vehiclelD: String [0..1]
+ latitude: Real [0..1]
+ longitude: Real [0..1]
+ speedValue: Real [0..1]
+ headingValue: Real [0..1]
+ brakePedalEngaged: Boolean [0..1]
+ gasPedalEngaged: Boolean [0..1]
+ emergencyBrakeEngaged: Boolean [0..1]
+ collisionWarningEngaged: Boolean [0..1]
+ accEngaged: Boolean [0..1]
+ cruiseControlEngaged: Boolean [0..1]
+ speedLimiterEngaged: Boolean [0..1]
+ certificatelD: String [0..1]

+ data_tafgel

«Data»
| GenericDatil «CompositeData:>

H Internal_Structure 1

«CompositeData-
E Internalstructure 3

«Tablex
g SQL DB «DataLinks»
E RefExternalArtefact

<141 81 50 81 81 41 .00 01 81 81 41 01 71 g1

«CompositeData
E SpecificData

1
+?a;a_g\.w, + data_source

07/09/2021 19 PDP4E



0 [ 1. Select GDPR requirements to be satisfied ]
( ) 2. Develop a data-oriented model

3. Strategy for data-oriented model

[ 3. Built-in privacy techniques for data-oriented models ]

4. Develop a process-oriented model

1

5. Built-in privacy techniques for process-oriented models

PDPA4c

» Goal: apply known strategies to ensure data protection
» Data-oriented strategies proposed by ENISA, ISO/IEC-27550

Design strategy Description Privacy control examples

L] L] L]
D M I n I l I I I Ze Minimize Limit as mu_ch as possible Selection before collection
the processing of Pl

Anonymization

ntinue the development cycl

Distribute or isolat Logical or physical separation

Separate porsona camasimucnias Peer-to-peer arrangement
possible, to prevent 7 &
carrelation Endpoint processing

Aggregation over time (used in smart

D A b St r a Ct Limit as much as possible grids)
Data the detail in which personal : = 5 .
S Abstract 5 > : Dynamic location granularity (used in
onentefi da_ta is processed, while still {ocation|based services)
strategies being useful =
k-anonymity
.
 Hide Erepten
Mixi

Prevent Pll from becoming | Perturbation (e.g. differential privacy,
Hide public or known. statistical disclosure control)
ing (e.g. through

isation)

»Model-driven tool support: catalogue of strategies e
J Feature 1: strategies to Abstract data ; K-anonymity
. L : I(ThUTyaxQI)=H(ThU)naxQI) (2)
J Feature 2: strategies to Minimize data ; a-anonymity
, H(axQI) = 3" 3" a:P(X = t)logy(P(X =1)) (3)
1 Feature 3: import data structures, e.g., raw tables (cOT 1e0,
J Feature 4: import data from schema, e.g., data base schema
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[ 1. Select GDPR requirements to be satisfied ]

1

3. Strategy for data-oriented model—==E=

[ 3. Built-in privacy techniques for data-oriented models ]

p D p 4 E 4. Develop a procalss-oriented model

5. Built-in privacy techniques for process-oriented models

DesignNotOK

» Overview of data-oriented strategies
Application of the strategy=>

pse Pl

Continue the development cycle

& runtime-New_PDPbDesign - PrivacyDesignC-TS/PrivacyDataC-ITS_1 di -
File Edit Mavigate Search Papyrus Project Run Window Help

f Strategy outcomes=>»

N RN - I T = e e P O L - v OG- ) v il v Fleta D |G DI A B g .
O-8 i B || Bi-B-a-E-T-D [ =, o B F#-0-Q-ioo-if-§ - iB 7| [B] K-Anonymity Outcomes _ o v
(7, Project Expl B% = B 7 PrivacyDesignC-Tsd PrivacyDesignSmartGrid 5.di PrivacyData 3.i PrivacyDesignC-ITS 06 [ CITS network frames 1. PrivacyDataC-ITS 1.di
¢, Project Explorer 5 & T § 7) PrivacyDesignC-TSdi 7 PrivacyDesignSmartGrid 5di 7 PrivacyData 3.di 7 PrivacyDesignC-ITS 0i |2 CITS network framee Tesv ) Privacyl i 1 ANONYMITY OUTCOMES e — P e —
v (et > PrivacyDesignCATS [pdpde maste] 0 & |8 | |& & 5 Ciassa ETPERT 78,02 535
;‘E—”Eg“’“"‘t—’:’;"ej—“;““’ ass4 IHADB1542MS007665 10:41:06 48.02 2.32 352 75.31 <-Anonymity target 2 Classs 10:41:07 48.02 2.32
£ ProcessOnentedfodeylecs 2 Classs fid2 WYWSBELITIWGOTIS3 104107 802 22 152 7531 Anonymity achieved: 1 Classt 10:41:07 146.01 2.31
> 73 PrivacyDataC-ITS_1 T - Class? 10:41:07 48.02 231
3 PrivacyDesignCITS.0 2 casss | fid3 1HDIKEM15CB510062 10:41:07 4501 231 455 2532 aroperty satisfied? false Clacet J04T0T 18 01 532
3 73 PrivacyDesignC-ITS £ Class? fidd NXAEDSBTRZ155488 10:41:07 1802 231 5501 25531 Class9 10:-41-08 48.0 23
> & > PrivacyDesignSmartGrid [pdpde master] H  Classs fids WVWSBELITIWED7153 10.47:07 201 23 80.02 732 A concemed data setis highlighted! Class1p 10:41.08 48.02 2.31
> e RequirementsSmartGrid [pdpde master] 2 Classo fids JHADB1542M5007683 10:41:08 | 40 23 558 7531 g:ass;‘; ;‘g:ﬂ g: :;:g i;g
S TEE — I ass : . .
= Class10 fid7 3N1BC13E99L480541 B K-Anony...  — o x 48.02 23 55.9 75.31 Class13 10-41-08 47.07 23
£ Classi1 fida oHD BB % [ | o 232 523 7532 Class14 10:41:09 47.08 2.31
B2 Mol Explrer 33| = T g 13 & ;- o E  Class12 fidd JHADE1542MS007683 EEIE |Ts:m I:' e 479 239 493 753 Class1g 10:41:09 47.98 231
- Model Explorer 33 1= T B 13 B 2[5 _— - | O esFramel E Class15 10:41:09 47.97 232
£ Class13 fid1 JHAKABTEONCODSS01 | | aw 23 875 2553 LS anaann s nha
v EEWWD“EC'W—‘ A H  Classi4 fid11 1M4RRSGTZBCS12008 0] vehicteld 1798 231 5232 25531 [£) K-Anonymity Outcomes _ o Y
[} CITSFrame_Table 5 1 P —
> [ CITSFrame Table £ Chssis | il HADBISIMSOTTGE: Y [ 4 232 3236 532 K-ANONYMITY OUTCOMES)  ElementMame time latitude longitude
3 B2 <Package Impart> UML Primitive Types H  casis | fid13 WIWSBSUTIWG715E | g = 23 295 753 Class4 10:41.08 1802 232
] «CITSFramen Classd E  Class17 fid14 3LNHL2JCSCRE00713 [ speedvalue 47.97 231 49.86 7532 [K-Anonymity target: 2 Class5 10:41:06 48.02 232
[ «CITSFrame Class5 E  Classig fidls JHakaTeTONCo02886 || [ headingValue 4796 232 653 253 [-Anonymity achisved: 2 |Ciasse 10:41.07 48.02 2.31
B «CitsFrame, Clazsh H  Classio fidl6 SXYKUDA21DG367403 || LI brekePedalEngaged 7% 23 512 25531 broperty satisfied? true s 10:41.07 48.02 231
[ «CITSFrames Class7 — 1| 77 gaspedatbngaged E ? Classa 10:41:07 48.01 23
] «CITSFrames Class? Qﬂ fid17 3LNHL2JCSCRA00713 gas 939 | 41% 23 50,12 75.32 Classd 104107 48.01 53
] «CITSFramen Classd L emergencyraketngaged Class10 10:41:08 47.99 231
B CTrames Clomt0 [ collisionWamingEngaged Class11 10.41.08 47.09 231
[ accEngaged - Class12 10:41:08 47.97 2.29
[l «CiTsFrames Class11 929 -
B TSt G2 0] cnuiseControléngaged Class13 10:41.08 4797 229
< 0] speedlimitetngeged [ e Class14 10.41.08 47.98 2.31
H «CITsFramen Class13 (@ Welcome | CITSFrame Toble 52 O P oD 929 Class16 10:41:08 47.93 2.31
= «CITSFrames Class14 certificate Class15 10.41.08 47.97 2.31
E «CITSFrames Class15 ] Tasks | [ Properties 22 & Git Staging [ base Class Class17 10:41:09 47,97 231
«CITSFrames Class16 Class18 10.41.10 47.06 232
2 «CITSFramen Class17 H «CITSFrame» Class4 Ktorgetvalue. 4 Class19 10:41:10 47.96 2.32
[ «CITSFrames Class18 Name Gt Class20 10:4110 47.96 232
& «CITSFrames Class19 umL
[ «CITsFrames Class20 ¥ || Comments | |abey I
Profile
[ D4 dvanceq | Quslied name PrivacyDataC-ITS, TxClassd
vance
CLOSE
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3

PDPA4c

4. Develop process-oriented model &

—
i
w

DDDDDDDDDDD

DesignOK

eeeeeeeeeeeeeeeeeeeeeeeee

» Goal: capture the data flows and processes under study to analyse conform/ty
w.r.t. privacy precepts

» A modeling language amenable to:
1 Support Data Flow Diagrams (DFD)
1 Incorporate aspects related to privacy and data protection by design

»Model-driven tool support: UML Activity-like diagram to model processes & data
] Feature 1: DFD profile: External Entity, Process, Data flow, Data storage, Ports
] Feature 2: Reusability of data-oriented structures (to type Ports)
J Feature 3: Full compatibility with PDP4E-Req models (inherited traceability)
] Feature 4: Leverage GDPR profile
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[ 1. Select GDPR requirements to be satisfied ]

1

4. Process-oriented model overview e

3. Built-in privacy techniques for data-oriented models }

¥

[ 4. Develop a process-oriented model ]

PDPA4c

5. Built-in privacy techniques for process-oriented models

DesignNotOK

DesignOK

» Overview of a process-oriented model (DFD)

Continue the development cycle

5 C-ITS_DFD ) DFD P rofile > 4

aExternalEntityn ;::::c‘::

ﬁk_

wCallProcess, Processn

«Metaclass» «Metaclass= «Metaclass» «Metaclass» «Metaclass=
DataStoreNode InputPin QutputPin NamedElement ActivityParameterNode
ServiceTransaction — | g
A A A A
udatastoren
wExternalEntitys ServiceMsg uDataStoren ServiceMsg
Service Transactions <Stereotypes Stereotyp Stereotyp Steeotype | Stereotype-
DataStore Datalnput DataOutput Entity entity ExternalEntity
0.1+
adatastoren DiagnosisData | «datastores DiagnosisData aExternalEntityx N
uExternalEntityn [Certificate, RCL) | yDataStoren "_Datas_t“m“ - dstorq e "
DiagnosisData
PKI Input and output pins can play
double role:
[Certificate, RCL) e ::";“m“

—l —| CAMactionMsg uCallProcessn Metaclass» Metaclass» Metaclass»
| IEItEfﬂﬂEﬂtiirn | CAMFrame I «CallProcess, Processn l Ac;:ny CillBehi::mAmnn OpaqueAction
wCallProcessn
CAMactionMsg “Stereatypes +Stercotypes
Process CallProcess
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[ 1. Select GDPR requirements to be satisfied ]
: 3 o i
5 5. Apply process-oriented strategy Tomm—=—=

[ 3. Built-in privacy techniques for data-oriented models ]

-oriented model

4. Develop a process

PDPA4c

s-oriented models

5. Built-in privacy techniques for proces:

» Goal: apply known privacy strategies to improve DFD model
» Process-oriented strategies proposed by ENISA, ISO/IEC-27550

. Privacy icons
D CO nt ro I [[oroe Inform PII principals about Liayeeod privacyipoliciss
the processing of PlI

Data breach notification

Provide PII principals Privacy dashboard
n O rC e Control control over the processing

of their PII. Consent (including withdrawal)

Sticky policies and privacy rights

cess
D D e m O n St ra te :{;Z?;;;is Commit to Pl processing in management

Enforce a privacy friendly way, and | Privacy management system
enforce this Commitment of resources

» Model-driven tool support: catalogue of strategies e

Demonstrate that Pll is

Demonstrate processed in a privacy Privacy impact assessment

J Feature 1: strategies to Control ; Consent pattern
1 Feature 2: strategies to Inform ; Data breach notification

1 Feature 3: import/export DFD models from Privacy Risk Management (PRM) tool

1 Feature 4: dedicated profile to support privacy threat conditions (PRM)
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[ 1. Select GDPR requirements to be satisfied ]

1

5. Apply process-oriented strategy e

in privacy techniques for data-oriented models ]

¥

4. Develop a process-oriented model

PDPA4c

5. Built-in privacy techniques for process-oriented models
| ) T

» Overview of process-oriented strategies

Continue the development cycle

Application of the strategy =»
© runtime-Mew_PDPbDesign - PrivacyDesignC-ITs/PrivacyDesignC-ITS_0.di - Eclipse Platferm O U tco m e Of t h e St ra te gy 9

File Edit Mavigate Search Papyrus Project Run Window Help

l—ﬁvmu‘ni\_‘v@':@qvtﬁﬁvl|ﬁv0%v%—.lv=v§?vﬁ->v(—)v‘aq v 100% v QTR AR oy
[ Project Explorer 52 % T § = B P PrivacyDesignC-TS.di  ~P PrivacyDesignSmartGrid_5.di <P PrivacyData 3.di  ~J PrivacyDesignC-1TS_O.di 52 2| CITS_network_frames_l.csvy <P Pr
> e > PrivacyDesignC-ITS [pepde master] T
» g = PrivacyDesignSmartGrid [pdpde master]
> % RequirementsSmartGrid [pdpde master]

-ITS_DFD

Notifications_VehicleOwner I wExternalEntityn

uCallProcessn

ITS_DFD

Notifications_RoadSideServiceUnit

& 3. Notifications Pattern - Select the Dat... [} X i "
ServiceTransaction
3. Select the Data Subject concerned by the Personal Data breach udatastoren
uDataStoren

ServiceMsg ServiceMsg

= = P ServiceMsg CertificationAuthority
= | | ExternalVehicle
InputPinl
B Medel Explorer 52 = p

aExternalEntitys

ServiceTransacti

wdatastoren | _ Di isData i en DiagnosisData
[Certificate, RCL) «DataStoren . e

- = InputPinl N -
E R S 8 InputPini PKI DiagnosisData
(Certificate, RCl | Pin2
v 0 «Processs C-ITS_DFD A nputPin [Certificate, RCL)
» 3o (Certificate, RCL) InputPin3 CAMactionMs:
» 9o CAMFrame QutputPinl 0l B B 9 uCallProcessn
» 3o (Certificate, RCL) OutputPin2 uExternalEntitysn CAMFrame wCallProcess, Processn
» +3 CAMactionMsg OutputPind
» s CAMactionMsg QutputPin3 ] aCallProcessn

» sm ServiceMsg - RoadSideServiceUnit
» #o+ DiagnosisData

» +3 ServiceMsg

» »» DiagnosisData

» »m ServiceTransaction

» s0» RSUBilling

5 iz «DataStores PK

» 4 «ExternalEntity» CertificationAuthori
» () «CallProcess, Processs C-IT5_APP_Cc

<
» @) «ExternalEntitys ExternalVehicle Welcome | £z C-IT5.DFD 52 | BY C-IT5_StakeHoldersDiagram

CAMactionMsg
VehicleGarage

WVehicleOwner

@ ok || cancel |
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Automotive case study: C-ITS

PDPA4c

Personal data detection outcomes=>»

Location | Table Score (5) Open Data Score
Chwner High High

PKI Adodress High High
Registration High High
Authorized Vehicle Medium High
Certificate Medium High

Shared Authoriy Low Medium
Key Low Medium
Vehicle Low High

Network Frame Low Medium

TABLE 2. PERSONAL DATA IDENTIFICATION SCORES

Privacy assessment on data =»

Frame Vehicle Owner Address [Certificate, RCL)

[ time ] vehiclelD ownerlD address|D 1 ] CAMactionMsg «CallProcesss
velmclelD slat!onType firstName address uExternalEntityn CAMFrame wCallProcess, Processn M
latitude vehicleLengthValue LastName address2
longitude vehicleWidth address|D district: —
W . - wlLallrrocessn

) . - oity CAMactionMsg

headingValue Registration postalCode
brakePedalEngaged Certificate registration|D phone
gasPedaIEr;faiecE! ; certificatelD ownerD Authorized_Vehicle
emergencyBrakeEngage :

ergencyer: gag AuthoritylD V”\! , authorizationID
collisionWarningEngaged signatureValue registrationDate registrationiD .
acctngages [ pupickey s Privacy assessment on DFDs=>
cruiseControlEngaged issueDate Key
speedLimiterEngaged validityLimit ~ L¢_{ keyID Authority
certificatelD revoked privateKey authoritylD

certificatelD CertificatelD

Privacy-aware modelling=>»

GEi C-ITS_DFD

Motifications_RoadSideServiceUnit

otifications_VehicleOwner

ServiceTransaction

: ServiceMs
«ExternalEntityn E Service Transactions

udatastoren
wuDataStoren

| uExternalEntityn | [Certificate, RCLIE

wudatastoren
wDataStoren
PKI

ServiceMsg

DiagnosisData

SUBilling
ulallProcess, Processn

wdatastoren

uDataStoren
DiagnosisData

DiagnosisData

uExternalEntitys

uExternalEntityn
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»PDPbD modules released as open-source:

] Privacy designer:
= https://git.eclipse.org/c/papyrus/org.eclipse.papyrus-privacydesigner.git/

»PDPbD framework implements the methodology to realize “privacy by design”:

J Method to incorporate knowledge from three domains:
= Systems engineering
= Privacy and Data Protection
= Regulations like GDPR and standards like ISO/IEC 27750
J Tool support for the method via three modules:
= Personal Data Detection
= Privacy model-driven designer
= Code validation

 Proof of concept validated via an automotive case study

Summary of achievements
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