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Credential Stuffing
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Risk-based Authentication 
(RBA)
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Username
Password

IP address
User agent
...
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Username
Password

Risk classification

IP address
User agent
...
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Username
Password

Risk classification

Low Medium HighRisk:

IP address
User agent
...
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Username
Password

IP: H-BRS, DE
Chrome
Windows 10
...
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„Same device as
always“

Risk classification

Low risk

Username
Password

IP: H-BRS, DE
Chrome
Windows 10
...
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IP: Vienna, AT
Chrome
Android 8.1
...

Username
Password
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„There‘s
something

different here“

Risk classification

Medium risk

Additional 
Authentication

IP: Vienna, AT
Chrome
Android 8.1
...

Username
Password
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„There‘s
something

different here“

Risk classification

Medium risk

Additional 
Authentication

Proof for additional 
authentication

IP: Vienna, AT
Chrome
Android 8.1
...

Username
Password



Vienna, Austria | IWPE 2021
Stephan Wiefling, Jan Tolsdorf, Luigi Lo Iacono

17

Risk-based Authentication

l Recommended by NIST[1] and NCSC[2]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2| NCSC: Cloud security guidance: 10, Identity and authentication (2018)
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Risk-based Authentication

l Recommended by NIST[1] and NCSC[2]

l More usable than comparable 2FA methods 
with high security[3,4]

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2| NCSC: Cloud security guidance: 10, Identity and authentication (2018)
[3] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
[4] Wiefling et al.: What’s in Score for Website Users: A Data-driven Long-term Study on Risk-based
Authentication Characteristics. In: FC ’21. Springer (2021)
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Risk-based Authentication

l Recommended by NIST[1] and NCSC[2]

l More usable than comparable 2FA methods 
with high security[3,4]

l But: Privacy Challenge

[1] Grassi et al.: Digital identity guidelines. Tech. Rep. NIST SP 800-63b (2017)
[2| NCSC: Cloud security guidance: 10, Identity and authentication (2018)
[3] Wiefling et al.: More Than Just Good Passwords? A Study on Usability and Security Perceptions of
Risk-based Authentication. In: ACSAC ’20. ACM (2020)
[4] Wiefling et al.: What’s in Score for Website Users: A Data-driven Long-term Study on Risk-based
Authentication Characteristics. In: FC ’21. Springer (2021)
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Overview

Mitigation ConclusionThreats
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Data Misuse
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Data Forwarding
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Data Forwarding
e.g., to state actors, 
advertising networks
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Data Breach
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Overview

ConclusionMitigationThreats
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RBA Model*
*Based on Freeman et al.: Who Are You? A Statistical Approach to Measuring User Authenticity. NDSS (2016).
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RBA Model*
*Based on Freeman et al.: Who Are You? A Statistical Approach to Measuring User Authenticity. NDSS (2016).

l Comparable to models apparently used 
by Google, Amazon, and LinkedIn
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𝑆𝑐𝑜𝑟𝑒!"#$ 𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑉𝑎𝑙𝑢𝑒𝑠 =
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𝑆𝑐𝑜𝑟𝑒!"#$ 𝐹𝑉 = .
%&'

(
𝑝(𝐹𝑉%)



Vienna, Austria | IWPE 2021
Stephan Wiefling, Jan Tolsdorf, Luigi Lo Iacono

35

𝑆𝑐𝑜𝑟𝑒!"#$ 𝐹𝑉 = .
%&'

(
𝑝(𝐹𝑉%)

𝑝(𝐹𝑉%|𝑢𝑠𝑒𝑟, 𝑙𝑒𝑔𝑖𝑡𝑖𝑚𝑎𝑡𝑒) …



Vienna, Austria | IWPE 2021
Stephan Wiefling, Jan Tolsdorf, Luigi Lo Iacono

36

Aggregating
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Feature Value

A
B
C
A
C
B
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Feature Value

A
B
C
A
C
B

Feature Value

A
A
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C
C
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Feature Value

A
B
C
A
C
B

Feature Value

A
A
B
B
C
C

𝑆𝑐𝑜𝑟𝑒!"#$ 𝐹𝑉 = 0.2 𝑆𝑐𝑜𝑟𝑒!"#$ 𝐹𝑉 = 0.2
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Hashing
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𝐻(192.168.1.166 || 𝑠𝑎𝑙𝑡) = 243916…𝑎𝑎𝑑132
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𝐻(192.168.1.166 || 𝑠𝑎𝑙𝑡) = 243916…𝑎𝑎𝑑132

Identical risk score
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Truncation
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𝑇𝑟𝑢𝑛𝑐𝑎𝑡𝑒 192.168.1.166, 8 𝐵𝑖𝑡 = 192.168.1.0
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𝑇𝑟𝑢𝑛𝑐𝑎𝑡𝑒 192.168.1.166, 8 𝐵𝑖𝑡 = 192.168.1.0

Different risk score!
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Attackers and 
legitimate users 

harder to distinguish 
when truncating
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k-Anonymity
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User Feature Value

1 A
2 B
3 B
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User Feature Value

1 A
2 B
3 B



Vienna, Austria | IWPE 2021
Stephan Wiefling, Jan Tolsdorf, Luigi Lo Iacono

50

User Feature Value

1 A
2 B
3 B

User Feature Value

1 A
2 B
3 B
4 A

𝑘 = 2
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User Feature Value

1 A
2 B
3 B

User Feature Value

1 A
2 B
3 B
4 A

𝑘 = 2Different risk score!
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Produces 
overhead
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Login History 
Minimization
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Remove entries 
after 𝑛 months
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Remove entries 
after 𝑛 months
Different risk score?
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Overview

ConclusionMitigationThreats
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Conclusion
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Conclusion

l Indications that RBA implementations can be designed 
more privacy friendly
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Conclusion

l IP address is still sensitive feature. Replacing with 
server-originated Round-Trip Time* possible?

l Indications that RBA implementations can be designed 
more privacy friendly

*Wiefling et al.: What’s in Score for Website Users: A Data-driven Long-term Study on Risk-based
Authentication Characteristics. In: FC ’21. Springer (2021)
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Conclusion

l IP address is still sensitive feature. Replacing with 
server-originated Round-Trip Time* possible?

l Research Directions:
More/Other features, Login History Minimization

l Indications that RBA implementations can be designed 
more privacy friendly

*Wiefling et al.: What’s in Score for Website Users: A Data-driven Long-term Study on Risk-based
Authentication Characteristics. In: FC ’21. Springer (2021)
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Thank you

stephan.wiefling@h-brs.de

@swiefling

riskbasedauthentication.org
das.h-brs.de


