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UNIFIED COMMUNICATION (UC)

 Interactive real-time communication

 Integrating applications across devices

 Presenting a consistent user interface

and many more….



SECURITY AND PRIVACY IN 

UNIFIED COMMUNICATION

Previous paper already analyzed the security and privacy features of ten widely 

used and known UC architectures

ACM Computing Surveys

03 February 2022

Volume 55 Issue 3Article No.: 55pp 1–36

https://doi.org/10.1145/3498335



DIGITAL ACTIVIST / 

SOCIAL CRITICAL ENVIRONMENTS

 Digital Activism

 Activism using mobile devices in digital networks

 Use of digital channels for mass mobilization of political protest (not limited to)

 Social Critical Environment

 Political activism, religious practices, race relations, or sexual orientation 

 Face discrimination or persecution in a given environment, such as war zones or 

autocratic governments

Source: Pure Digital

Source: Reuters

Source: Euronews



PARTICIPANTS

 Four different organizations

 Different types of stakeholders to collect various 

viewpoints

 Some interviewees have no formal or professional 

security or privacy education background



QUESTIONNAIRE

 Semi-structured interviews via video conference

 Questionnaire with multiple sections

 For security and privacy requirements we followed the STRIDE and LINDDUN framework

 Questionnaire location: https://tinyurl.com/2p84zeum



ANALYSIS

 Thematic analysis to extract requirements 

 Approximately 140 codes were identified and associated -> themes

 Not claiming completeness or cohesiveness



TECHNICAL REQUIREMENTS

 Confidentiality (e.g., end to end encryption)

 Security and Privacy Configuration (e.g., 

recommended and understandable on-per-default)

 Contradictory Requirements and Trade-offs

• Security/Privacy vs. Convenience (e.g., unsecure e-

mail invitation) 

• Security vs. Resources (e.g., type of deployment)



SOCIOTECHNICAL REQUIREMENTS

 Private device usage

 Code of conduct and training for security and 

privacy 



CONCLUSION 1/2 

 Identified issues within the requirements

 Incompleteness

 Contradictions

 Security vs. convenience

 Security vs. resources

 Feasibility

 Notable missing requirements of common UC platforms

 Unsuspicious UC client

 Undetectability of UC network traffic

 Acceptance of insecure e-mail meeting invitations

 No end-to-end encryption



CONCLUSION 2/2 

 Trend for convenient consumption of UC as a commodity 

 Lack of end-user awareness (exposing metadata, end-to-end encryption missing,…)

 Ongoing user training  to increase awareness

 Technical privacy-protecting features enabled by default would be superior
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